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Dear theoreticians argfactitioners of communication, specialists of public relations, managers and
those who are studying in order to become one of them! Hello everybody interested in these issues!

The future of any person i s de timportamnttoamwebtye t od a )
qguestions of futuretodayAccor ding to the viewpoint of the or
Future: Communicati on. Education. Businesso, tt
aski what to do next? We have cho€eguestions, essential for the future of Latvia; and we will try to
answer them today, during the Conference:

Which are the future technologies we are strong at a global level?

What are the solutions for creating a united mass medium in Latvia?

How to ean by taking care of nature?

How to measure the value of public relations?

What are the versions of sustainable business?

What innovative ideas are there for creating professional state civil service?

What should the teacher do in order to make the stuwdempetitive?

How can Latviabs science develop the countr
What needs to be done, so that culture does not seem to be an elitist employment?

= =4 =4 4 -4 -4 -8 -8 -4

St. Augustine has once said that present is like walking along the blade of a knife, and we are standing
on it between past and future. The blade of the khifee present momeiitis getting thinner and

thinner, so it is more difficult to keep balance as the new technologies and people are driving us

forward at a wild speed. Therefore, each of us wants to know wihaappen with us in the next step.

| hope that in the morning, while drinking your cup of coffee, you got to know iideosoftvideo
conversation equipment, from Magnus Lindqilist Swedish futurologist, hero of our Conference and

the authorofthb ook AWhen the Future Beginso. Throughou
future as well as the future of our country and its backibardrepreneurs; to a great extent, future

depends on communication and education. We are going to speak opebbldina@s publicity has

become the standard of communication, business and education; the same, as numbers 24/7 encompas:
balancing on the blade round the clock.

One hundred and fifty years ago, which was a difficult period of time for the state oGiadgppe

Garibaldi- its military and political leadersaid: The value of a grain is determined by the harvest; the
value of a person is determined by the benefit you can give to your closest people. Looking at the

people brought together by Conferefic€ r eat i ng Future: Communicati or
May 2013, | am sure that our country will benefit from it. Good luck to all of us!

Andris Petersons, Dr.sc.socassoc. prof.
Dean of Faculty of Public Relations
Turiba University
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PROSPECS OF REGIONALIZATION OF SECURITY IN THE CYBERSPACE: CASE
OF THE BALTIC STATES

MUOr i s ndgUns
RO ga StradlAg University, Lat vi a

As information technologies are embedding in increasing number of spheres of evenr
of modern states and societies, depewdeon the use of them transforms in
vulnerabilites and security concerns for entire states. This article invest
regionalization of security in the cyber space by using the case of the Baltid H&stesia
Latvia and Lithuania as an exampleNowadays in many ways significance of distance
borders is of less importance and also interstate threats can change their environme
cyber space and their form to cyber threats. Thus, cyber threats can be viewed as n
of expression (irisuments) of threats that previously have been executed throu
physical space. At the same time, the cyber sector can be viewed as a distinct !
security and also regional cyber security complexes (sexgecific complexes) can
defined anddentified in empiric analyses. Such complexes may form where distinct re
security interactions are clearly visible in the cyber space and they stand out amon
regions. Regarding the Baltic States, it is concluded that, in general, they sty
dependence on use of information technologies, they share similar cyber threat lal
(includes probability of state sourced attacks) and they also share similar policies ti
cyber threats (which are coordinated among them at a certain exiBmis, it can b
considered, they form a separate regional cyber security formation.

Keywords information technologies, the cyberspace, cyber security, the Baltic States
Introduction

Information technologies are embedding in increasing number of spiferesryday life of modern

states and their societies and there are no signs that this trend could retreat. With the increasing use of
information technologies by public administrations, private companies and individuals not only they
can become more effidee and utilize new opportunities but also they increasingly become subjects to
different threats in the cyber space. Threats may arise from technical incidents, natural disasters,
intentional or unintentional actions of humans, threats may vary fromathabuse to espionage and

cyber wars, sources of threats to entire states may vary from individuals to state sponsored groups or
other states, targets may be chosen randomly or they may be chosen intentionally, etc.

Aim of this article is to investigateegionalization of security in the cyber space by using case of the
three Baltic Statek Estonia, Latvia and Lithuaniaas an example. The Baltic States have been
generally considered to form a distinct region (group of states) characterized by sinataorsin

different fields and closer interstate relations in many fields, including security landscape and military
cooperation. Do the Baltic States share also common cyber threats and common vision of cyber
security? Do the Baltic States form a kirfdaaegional cyber security complex? What are the prospects
of the regionalization of security in the cyber space?
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This article has been elaborated using qualitative research methods, and it is based on different sources,
including literature, statisticalata, official documents, statements. To answer the questions stated

above, the article proceeds with a brief review of theoretical aspects of regionalization of security and
the concept of security, which is followed by characterization of dependense of information

technologies of the Baltic States and by their current cyber threats (this article focuses on state sourced
threats against other states) and their vision of cyber security.

1. Theoretical Aspects of Regionalization of Security and the Co ncept of
Security

Security in international relations can be analysed at different levels. The regional level is probably the
most appropriate level to analyse actors whose impact does not spread to the global level and issues
which are region specific. Biregional level also allows closer analysis of particular issues, including
threats’ as threats often are region specific and, in general, in the physical space they usually
overcome smaller geographical distances easier and faster. Accordingly, at&tapewonflicts

between and among states can be observed at the regional level.

In the international relations theory regions usually are understood as parts of the international system
as subsystenisthat are bounded by geography and other commorrpatecording to the specific
context, for example, political integration, cooperation among states, language, religion, history, etc.
Probably the best known theoretical approach of analysis of security at the regional level is regional
security complextteory. Theory, originally developed by Buzan, offers a framework for analysis of

security at the regional l evel. Initially, HAcl e
fa group of states whose pr ificreatly glosedyehatihein natigpnalc o n ¢ ¢
securities cannot realistically be 106p(theai der ed ¢
Afclassical 0 definition | ater stated also as fia

are so intertiked that their national security problems cannot reasonably be analyzed or resolved apart
from one anot her 012). Bitialyatotragetcomaléxes, histbrizdyBdevelpped
Afcompl ex patterns of al i g ogethertomaEenedgeegraphical,ly 6 and
political, strategic, historical, economic, cultural (Buzan 198310p, 106)i were underlined; later,

patterns of amity and enmity, also interdependence among states were underlined, and, in addition, role
of other fators like cultural and racial ties (patterns) and economic factors was highlighted (Buzan,
1991, ppl90, 193, 196, 197, 202). At this point this theory mainly concentrated on states as actors and
political and military security.

Later, the theory was rafmulated to include wider understanding of security and actors, and another
concept of the so ciafdeaduriiCagmechdeddmgemerabterimsy ol 0
according to the initial conceptualization of securitization, an issue becomagigysssue because

with an act of speech something is presented as existentially threatened and, accordingly, it is moved
outside the borders of normal politics (Buzan et al., 1998 326). The reformulated definition

defi nes s ecur etofyunitcwhose rhagixproeessesidfasecaritization, desecuritization, or
both are so interlinked that their security problems cannot reasonably be analyzed or resolved apart
from one anot her 0201).Blost d the lieks an@linding tatsIn@rdigned @mbove

were not excluded.
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According to most of analyses of the Baltic States under regional security complex theory, Estonia,
Latvia and Lithuania have been considered as an interlinked security region (aggicuior a sub

complex of aegional security complex) with Russia and related issues as primary security concerns.
Authoritative researchers in thisfigldBB u z a n  a nidn 2008 voasidered that the Baltic States
formasubr egi on o%ovihet pomesgi onalbzaecandt WhpBEmpl 280
397, 415, 430), latérin 2009, Buzan and Hansen have mentioned the Baltic States as a part of the
AEHBuroped (Buzan alB0) Mésohasatyses of thedBalfc,Statps. under regional
security complex theory ka included review of them in different security interactions (multiple

security sectors).

Regional security complex theory has been developed in different directions. One of the directions has
been analysis of homogeneous complexes (also called asssetdic complexes as they offer

anal ysis of-specoci dftedsiéseaeci oy dyda@g)niorexample,( Buz an ¢
arguing of existence of regional energy security complexes or hydropolitical security complexes.

According to the latter,ldyr opol i ti cal security complex can be
are geographically part Aownerso and technicall
consider the rivers as a maj O7)but actordiogit@the fosneelc u r i t
iregional energy security complexes are dAfor med

states in a limited geographical area, which includes an energy dependency relationship between the
states involved and perceptn of t hi s dependency as a threat (
with permission of the author), B). These examples of secipecific regional security complexes

underline the paramount link with the concept of security. Although beimgjisgle’ straightforward,

also this concept has been understood differently. Historically, security in interstate relations has been
mainly associated with military threats and, accordingly, it has been mainly understood as military

security. Wredlersetchueg ifiwi chgendao, for example, B
only in the military, but also in the political, the economic, the environmental and the societal security
sectors (important to note, hawgevecal tdavi seot ¢

1998, p.168)).

However, the aforementioned sectors of security and accordingly types of regional security complexes
are not the only the ones possible. According to Albert and Buzan, number and types of sectors depend
on exsting discourses of security and, for example, discussions about possibility of differentiating law
from the political sector, gender and religion from the societal sector, financial from the economic

sector are mentioned (Albert and Buzan, 20114fp,413, 414, 420). One of options would be to

consider cyber threats as an expression (as a new instrument) of different other intentions, thus seeing
cyber threats as a part of different security sectors, for example, cyber conflicts as a part of military
confl icts could be considered as an72i7rg.Homeverp f t he
with the growing importance of threats in the cyber space and as they have become one of the most
widely discussed at the international level (usuallyrrafee d t o as one of t he fAne
sector could be viewed also as a distinct security sector and also regional cyber security complexes
could be defined and identified in empiric analyses.

2. Dependence on Use of Information Technologies of th e Baltic States

For an issue to become a major security issue on national level, it has to be existential at least in some
aspect. As states and societies vary, also their vulnerabilities and security concerns vary. According to
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different indexes and rewss (for example, by Net Index, Pando Networks, Akamai Technologies), at
least one of the Baltic States usually ranks among the top countries in the world as having the highest
download and/or upload speed of the Internet. However, speed of the Interastasdy as one of the
characteristics of the significance of information technologies and their supported services in the Baltic
States.

Estonia, someti-meenahép babkl bdeasgéhBerally cons
the Baltic Statef regards of use and availability of online services. This can be confirmed also with
statistics as 75% of households in Estonia have an internet connection at home (Statistics Estonia,
2012a), 78.4%0 of inhabitants (1674 years of age) can be considessdisers of the Internet (Statistics
Estonia, 2012b), for 87.4% of the Internet users purpose is internet banking (99.6% of the banking
transactions are done electronically (Egsgtonian
reading or downloadig online newspapers/magazines and for 89i6s#nding/receiving-eails

(Statistics Estonia, 2012c). Among the various available electronic services, it has to be underlined, that
elections of local governments, the European Parliament and the naadrehent (Riigikogu) have

been carried out also via the Internet, the latest census was available online and different services of
public and private sectors are available online.

Situation in Latvia is similar as 68.7% of households have access tdg¢hsetnCentral Statistical

Bureau of Latvia, 2012a), 70.3 % of inhabitantsi (dbyears of age) use the Internet on regular basis

(at least once a week) (Central Statistical Bureau of Latvia, 2012b), for 64.5% of the Internet users
purpose is use of inteet banks (more than 90 % of transactions of the major banks of Latvia are done
electronically (Latvian Internet Association, 201114)), for 88 % reading online or downloading

news, newspapers and magazines, for 86.4%nding or receiving-mails Central Statistical Bureau

of Latvia, 2012c). Although elections have not yet been carried out online, in 2011 census was
available also online and different services of public and private sectors are available online (it can be
estimated that approximagebne fourth of services of the public administration are available also

online (Latvian Ministry of Environmental Protection and Regional Development 208@))p.

Although, according to official statistics Lithuania can be considered as less depententise of

online services, still 55.2% of households in Lithuania have access to the Internet at home (Statistics
Lithuania (Lithuanian Department of Statistics), 2012a), 67.2% of inhabitarntd4 i@ars of age)

have used the Internet in the last thmeenths (Statistics Lithuania (Lithuanian Department of

Statistics), 2012b), for 43.7% of the Internet users purpose is internet banking, fofi 62.1%
reading/downloading online news, newspapers, magazines, for b4datling/receiving-enails
(StatisticsLithuania (Lithuanian Department of Statistics), 2012c). As in Estonia and Latvia, also in
Lithuania the latest census was available online and different services of public and private sectors are
available online.

From the statistics above it can be codeld that the Baltic States, although at different levels, are
highly dependent on availability of the Internet and services provided online. Also, there is little doubt
that public administrations are highly dependent on use of information technoladibs:yse and
internaluse electronic databases; wide range of public online services; internahstitetional,
international communication, communication with society (including growing use of digital signatures
to sign documents) is increasinglyr#oby using different methods of electronic communications. And
although it is harder to measure dependence of essential sectors of economics like transportation,
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energy, banking on information technologies, it is generally considered that such sectors bec
increasingly supported and dependent on information technologies. This is confirmed also by official
statements, for example, the National Security
society and economics depend onthe servicesp i ded and supported by in
(Parliament of Latvia (Saeima), 2011) and the National Security Concept of Estonia underlines that

1

ifithe 1 mportance of information and communicati c
resii ence of sever al other critical services depe
2010, p8).

In a state of dependence on information technologies, security can be essential factor not only for
availability of the services provided by themt lalso for trust in use of information technologies,
furthermore, as use of information technologies is generally considered as a prerequisite for
development and growth of innovative states and societies. Thus, realisation of major cyber threats can
havesevere effects on everyday life in the Baltic States.

3. Cyber Threats to the Baltic States

As in the physical space, also in the cyber space a variety of threats exist. As outlined in the

introduction, threats may arise from technical incidents, nadigsaters, intentional or unintentional

actions of humans, threats may vary from theft or abuse to espionage and cyber wars, sources of threats
to entire states may vary from individuals to state sponsored groups or other states, targets may be
chosen ranaimly or they may be chosen intentionally, etc. This article concentrates on those threats

that could be state oriented and their source could be another state. From the recent history, such
examples can be identified in the Baltic States.

Estoniahasbeeni del y k n o wiseverfceorr diitnhaet efdi rcsytber attack ag
(Government of Estonia, 2008,%6.) t hat f ol |l owed the displ acement
the capital city Tallinn in the spring of 2007. With unrest inghgsical space that included street riots

and demonstrations and official protests from Russia, also unrest in the cyber space attatid

against resources of the public administration, private companies (including banks, media,
telecommunicationsompanies) and other resources caused limited availability or no availability of
substantial online services. At a smaller scale and lower significance compared to the attacks against
Estonia, also Lithuania suffered from politically motivated cyber astatkhe summer of 2008

following the ban to use symbols of the Soviet Union and the Nazis in public events. These attacks
included also defacement of approximately 300 web pages, replacing their original content with

symbols of the Soviet Union and slogaagainst Lithuania in the Russian language. Due to specifics of
information technologies complete tracing of sources of organizers of these attacks was not possible,
however, in both cases there were links with Russ&luding that cyber attacks wergart of

broader conflicts with Russia (with official protests from Russia expressed during them) and clear signs
of involvement of Russian speakers in the attacks. Irrespective of the organizers of these attacks, it is
clear that cyber attacks become & péinterstate conflicts in which Russia is involved, and such a risk
has to be taken into account by countries that
pp.72, 74 77).

In the recent years the Baltic States have devoted signifittantian to cyber security, with special
emphasis also on probable interstate conflicts in the cyber space. According to official documents of
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Estonia, Athe use of cyberspace by tsmomsoredr i st or
actorsalreal poses a serious global security threato,
from functioning and also for propad@@lgga pur po:c
coordinated cyber attacks fimay chesdcyibgmisfpiacar
for inciting tension and conflicts withi6bnp8).the ¢
In order to improve its readiness to respond to threats in the cyber space, Estonia has executed
numerous activitieand some of them have underlined linkage with probable interstate conflicts in the
cyber space. Probably the best internationally known activities have been establishment of the Cyber
Unit of the Estonian Defence League (a part of the Estonian Defenece§ogrc whi ch i s fAa v
organi sation aimed at protecting Estonian cyber
establishment of the Cooperative Cyber Defence Centre of Excellence of the North Atlantic Treaty
Organization (NATO CCD COE) in Tallinn.

Although Latvia so far has not encountered major publicly known incidents in the cyber space that
could be considered as sourced from another state, according to official documents, such attacks cannot
be ruled out in the future. The National Security Conaeplerlines, that by using information

technologies it iIis possible fito i mpede operati
mechanisms of a state, misinform society and causeteglena i ¢ acci dentso (Parl.i
(Saeima), 2011). Moreecent ly it has been pointed to the a
societally and economically sensitive event

s O
attacks [é] both from the terripoogpettlLaeviiha
electronic attackso against Latvia are not rul
Furthermore, the State Defence Concept of Latvia forsees that in the future a prospective adversary will
be able to act not only in thphysical space but also in the cyber space (Parliament of Latvia (Saeima),
2012).

N M AN

Through its official documents also Lithuania devotes considerable attention to threats in the cyber
space. Similarly to Estonia and Latvia, Lithuania sees that the cybemspagpublic electronic services
Afhave become an attractive target for individue
(Government of Lithuania, 2011, p). Although, less known internationally, also Lithuania and Latvia

have implement# certain practical measures to enhance their preparedness to respond to cyber threats.
In future, demonstrating practical linkage with the national security, Lithuania, for example, plans to

ensure protection of iIits dybetuattaghsdo (6ovVveet
Lithuania, 2011,p5) and to fAidevelop military capabilitie
(Parliament of Lithuania (Seimas), 2012), but 1
defence capabiltis of t he National Armed Force®.0 (Gover:

Looking at the three Baltic States as a distinct regional formation in the cyber space, it is important to
note also cooperation among them. All three Baltic States were amaoiogitising nations of the

NATO CCDCOE in Tallinn. And since 2009 also regular specialized trilateral meetings aimed at
coordination of policies of security of information technologies have been organsmedng the

topics of these meetings have been excearignformation on the latest developments and incidents,
consultations and coordination of national positions towards the outstanding issues in the European
Union (EU), the NATO, the Organization for Security anddperation in Europe (OSCE), the United
Nations (UN), drafting of a trilateral memorandum of understanding on cooperation in security of
information technologies (CERT.LV, 2012a; 2012b).
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According to the National Security Concept of Latvia, cooperation with Estonia and Lithuania is listed
amongpriorities of Latvia in reducing threats to information technologies (Parliament of Latvia

(Saeima), 2011) and it is reconfirmed by the draft Strategy of Security of Information Technologies of
Latvia which aims to Astmengti hdénlLintheraopar amidl i
(Government of Latvia forthcoming, ). With the increased frequency of the trilateral meetings
(CERT.LV, 2012b) and the expected memorandum of understanding, probably the cooperation among
Estonia, Latvia and Lithuania wibecome even closer.

Conclusions

The Baltic States have been generally considered to form a distinct region (group of states)
characterized by a similar situation in different fields and closer interstate relations in many fields,
including security landsape and military cooperation, and according to regional security complex

theory they have been mostly analysed as aagion or a ssltomplex of a regional security complex
(according to authoritative -Soriebde areqggh eornsa,l isreictuire
complex, |l ater sd&amoper 0gd .pdrtesef atntaed ysed have
States in different security interactions (multiple security sectors).

However, also sectespecific security analyses of regiosalcurity complexes have been developed,

thus identifying regional patterns of certain security issues. Accordingly, also regionalization of cyber
threats may offer a field for analysis, in particular, because states and societies vary and so do their
vulnerabilities and security concerindor some states, whose dependence on use of information
technologies is low, cyber threats may be of low importance, but for highly dependent states they may
be of much higher importance. More than two thirds of houssholBstonia and Latvia have access to

the Internet, more than two thirds of adults in all three Baltic States can be considered as users of the
Internet and bulk of them use the Internet for banking services, acquiring information, sending and
receiving emails, etc. In all of the three states different services of public and private sectors are
available online, with Estonia having held also elections of local governments, the European
Parliament and the national Parliament online. Also, public admitiistsaand essential sectors of
economics are highly dependent on use of information technologies. Accordingly, there is little doubt
that the Baltic States and their societies are highly dependent on information technologies. In a state of
dependence onflormation technologies, security can be essential factor not only for availability of
essential services supported and provided by them but also for trust in use of technologies, furthermore,
as use of information technologies is generally considereg@sequisite for development and

growth of innovative states and societies. Thus, realisation of major cyber threats can have severe
effects on everyday life in the Baltic States.

As this article concentrated on those cyber threats that could be statecaad their source could be
another state, two incidents were underlinedordinated cyber attacks against Estonia that followed

the displacement of the so called fAbronze sol di
smaller scale anaWer significancé politically motivated cyber attacks against Lithuania following

the ban to use in public events symbols of the Soviet Union and the Nazis in the summer of 2008. Even
with unclear links with Russia in both incidents, it is clear thaecyttacks become a part of interstate
conflicts in which Russia is involved and such a risk has to be taken into account by countries that have
potential for confl i ct §2 W) AldoLaRiabas noaonly obseneyl lihkss , -
betwea sensitive events and increased number of politically motivated attacks from other states but
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prospectively also large scale electronic attacks against it are not ruled out (Government of Latvia,
forthcoming, p3).

With globally growing importance of cgb security, in the recent years the Baltic States have devoted
significant attention to cyber security, including particular attention to probable interstate conflicts in
the cyber space. All three of them have executed numerous activities for imprmimgadiness and
response capabilities and as a part of those activities they already have advanced or plan to advance
cyber capabilities of their military authorities. In addition to their generally similar approaches to cyber
security, the Baltic Stasehave developed and intensify their trilateral cooperation aimed at
coordination of their activities.

Even though, nowadays in many ways significance of distance and borders is of less importance,
typical interstate threats can change their form to citveats and, for example, effective blockade of

a state can be executed not only physically but also in the cyber space (for example, by limiting or
preventing flow of information to/from a state (not only information for the international society but
alsoother kinds of information, like communication among agencies of public administration,
communication with society, financial transactions, etc.)). The cyber space opens new opportunities
also to originators of threats as they can use new forms of exorésstruments) of threats. Thus,

cyber threats can be viewed as new forms of expression (instruments) of threats that previously have
been executed through the physical space and at the same time they can also be seen as a separate
realm. Accordingly, tte cyber sector can be viewed also as a distinct security sector and regional cyber
security complexes (sectgpecific complexes) can be defined and identified in empiric analyses. Such
complexes may form where distinct regional security interactionkiiimg mutual or unilateral fears

and suspicions, anticipated or realised threats, conflicts, etc.) are clearly visible in the cyber space and
they stand out among other regions. In general, their formation may not differ from other types of
sectorspecifc complexes or multiple security sector complexes. They may and may not align with
regional security complexes in the physical space. And with the growing dependence on use of
information technologies, more regional cyber security complexes may formgtasmdifferent

security dynamics from physical complexes.

Basing on the review of the Baltic States, it can be concluded that, in general, they share high
dependence on use of information technologies, similar cyber threat landscape which includes
probablility of state sourced attacks and they also share similar policies towards cyber threats which,
furthermore, are coordinated at a certain extent. Thus, it can be argued that the Baltic States form a
separate regional cyber security formation which coelddnsidered as a subgion or a stwomplex

of a wider regional cyber security complex, probably centred on Russia (subject to further research).
With the growing dependence on use of information technologies, more regional cyber security
complexes maydrm having different security dynamics from physical complexes.
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PROSPECTS AND CHALLENGES OF INFORMATION DEMOCRACY

Mytko Antonina, Candidate of Political Sciences, Assoc. Prof.
Lesya Ukrainka Eastn European National University, Ukraine

The feature of today's world is that the conditions for the existence and developme
global information space, the incredible richness of information and changes reqt
individual to quickly receive, exine, analyze, and use plenty of information. There
information democracy has gained a global dimension. Open access to global info
creates opportunities for exchange of ideas between citizens internationally. Nationa
spheres are nowncluded in the global information environment and create a new ¢
range of the public sphere. This is very important in today's environment. After all,
with the fact that much of the population welcomes access to global informatic
globalizaton with fears that globalization brings impoverishment of national culture:
leads to an increased exposure of economically strong national structures, especial
multinationals and global monopoly, and their impact on the society. The artitled® 0
the global nature of information democracy, the main areas it covers, i.e. economy
sphere, the value system. The positive aspects of globalization are analyzed. Th
considered the adverse effects an excessive admiration of gldioalinaay result in. Th
study includes the views of different scholars on globalization and highlights the pros)
information democracy.

Keywords: globalization, information and communication flow, information, econ
social sphere, values, democya

Introduction

One of the major characteristics of the present stage of historical development is globalization, which
covered all areas of our lives. There is an irreversible progressive movement towards a single global
world. One may state that the deyn cultural and civilizational system is undergoing radical change in
its history, the new fdaxial timeo. As a result,
humanity appeared on the threshold of the third millennium; this fact pitoweslevance of the

studied subject.

Analysis of the recent research

Modern research of globalization covers a large range of issues to be studied by specialists of different
fields. Taking into account the task goal of this study, we analyzed sciguifications of the next
professionals, A. Bard, Zoderkvist, L. Belova, E. Vartanova, D. GeldZasurskiy, M. Golden,

A. Carmin, G.Casumova, E. Klinova, A. Keskinen, Rucas, C. Lezhun,HP. Martin, H. Schumann,

V. Mironov, M. Price, D. Held, A. Sivehenko.

Methods

To attain these objectives, the following methods were used: analysis and research of the relevant
literaturel the works of outstanding domestic and foreign scholars, periodic and thematic press. An
important method was the analysisagdst hesi s of the processed info
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opinions and assumptions, the comparative method, historical, chronological, critical and literary
methods.

The purposeof the article is to analyze the global nature of information democracy.

1. Information Globalization in ICT -space

All the processes of globalization and the effects of these processes occur in aispesdland

culturali space. Globalization is a characteristic of the modern stage of the development of society,
which is curently experiencing active social and cultural transformation. Despite the difference in
approaches to understanding globalization, it can be interpreted as a process that embodies the
transformation of the spatial organization of social relations andatiens generated by

intercontinental or interregional flows and the structure of activities, interactions and displays of power
(Held, 2004, p19; Semenov, 2010, 30).

According to the Baku State University scientist G.Casumova, globalization mspecosystem of
integration ties and relations in the spheres of economy, policy, information technology, etc., that is the
essence of globalization, including cultural mechanisms that maintain balance between diversity and
homogeneity of the world (Casunweg 2011, p87).

The current stage of social development is usually described as the information society. According to
the definition of A.Carmin, information society is "the result of the combination of two processes: on

the one hand, the developmenpottindustrial society, on the other hand, the globalization process,
during which the community asserts itself in general planetary scale" (Carmin, 28@%, The new
information environment brought a stream of the deepest transformations of thewitond. The

world today is the information and communicative space, which is developing dynamically. Analyzing
the current global information space;Pl.Martinand XSc humann compare it wit
(which is prepared for the modern pasdustrial civilization) and an avalanche that sweeps away
everything on its path (Martin and Schumann, 2001).

The information theorists of globalization, according to Ar§jloerican media researcher M. Price,

have not formed a wunglfadbeal piincftarrmatoifon hree piwkelrif
reluctance of nations and nationalities to part with the ideas of national states as a form of political and
economic solidarity, to refuse recoghniloicon of 7
network of common beliefs, valuesnd r ul eso (Price, 2004). The in
specific properties of information significantly narrows the possibilities of the state to exercise its

control that regulates the function (ShevchenB03 p.96).

A characteristic feature of the modern communication space caused by high level of technology that
significantly affects the shape and types of social communication is designing the new virtual reality.
The creation of virtual reality and itsrther development as one of the forms of the human life of the
Information Society made a significant adjustment in the formation and operation of new mechanisms
of cultural development of the society (Casumova, 20190).

Recently the power of massentia technology that is constantly being improved and updated has
increased many ti mes. Exponentially growing, ¢t

-26 -




Gor e, a prominent figure in the Demodr atlTihe Part
system works online and affects the views, needs, tastes,aana result, human values. Describing

the crisis of Aoverproduction of informationo,
Afithe mankind is fatedrwntbda ¢t i sibnsfpodrwibaina honngd .i r
have created such a huge number of statistics, formulas, images, documents and declarations that we
are not able to cope with it. And rather than to seek new ways of thinking and learningsvhat h
already been established, we stil]l continue to
1999, pp566 567).

Information dominance, according to experts on the Social Development, identifies six trends of
contemporary globalization: the spreafdiberal democracy, the predominance of the market forces in
economy, the transformation of production systems and labor market, the speed of technological
renovation, a revolution in media destruction ideology needs. In this case, the basis ofiaivilizat
resulting in the modern era, is not an economic, national or social model, but information (Shevchenko,
2005).

2. Information Democracy in Political Processes

In the recent decades, the democratization processes have been affected by the devélopment o
information that causes the formation of a new information and communication environment in the
political sphere. In today's information society the transformation of civil representation of interests has
taken place; the result is the transformationammunications backbone elements of democracy into

an instrument of formation and sg@lfesentation. This, in turn, entails a further virtualization of

political space, transfer of policies and functions carried out by it from the sphere of real lifeeinto
region of Anetworked worl do of the Internet.

The reality of the current political life in most countries leads to a rapid development of the network (or
computermediated) communication, on the one hand, and on theiothisra deterministic process
development. The contemporary communication network has a unique attributeifédhtusystem of
communication based on a quick and effective feedback (Zolotych, 2010).

Today the fate of democracy is put under great doubt, as an urgent task cdlpignce is redefining

the meaning and place of democratic politics in order to avoid the contradictions of democracy and
democratic transition. #Alf rethinking democr ac)
successful, democraticehor y and practice will take on a new

Thedevelopment of a new meaning of democracy must go through the analysis of the impact of global
confidence in the maintenance of democratic associations, through considerdt®motual
penetration of national and transnational. D. (
context of the changing mix of the | ocal, nat.i

In principle, democracy should be seen as a procdsarming that lasts a lifetime, during which you

can find many characteristics of the phases of development. There is no single correct way of
democracy in society. Communities must find alternative ways to implement democratic way of
decision making. Theurrent representative democracy can be transformed into a model that will have
the characteristics and elements of direct democracy.
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According to some scientists concerned with the development of democracy and civil society,
particularly K. Slayton, T. Beker, B. Barber, this process may be an intermediate phase of the
development. New future of democracy, using information and communication technology and
information networks to ensure an equivalent level of information and knowledge for all citizéns, wil
present a hybrid of different strategies. Global scale involvement in information network will create a
new unprecedented level of communication between peoples and cultures (Klinova, 2002, p.

3. Impact of Information Democracy on the Moral and Ethi cal Principles of
Humanity

As a result, the spread of new communication technologies generated new types of relationships
between people, new ways of communication that differ from traditional forms. In particular, network
virtual space as a valksemantidield of modern information culture no longer provides a dialogue in

its classical sense, and direct communication is replaced by its modern forms. The time comes when
online interaction dominates. The autwerthat it
rule of interactivity as the main attribute of information exchange will lead to a complete change of the
foundations of the established procedure, or, speaking the language of science, to change the paradigm
of exi st enc ell)Thd8guestibn is vhat il he the vector of paradigm shift existence?
However, there is no specific response to the question yet, because the reality is much richer and more
unpredictable than any prediction based on theoretical generalization of thegpgmiesses, such as
globalization.

We stress that the impact of globalization on human spiritual velwesy significant for its socto

cultural consequences. Based on the understanding of globalization as a quest to preserve the diversity
of cultures while achieving civilization synthesis, this process is impossible without the formation of a
new paradigm of culture, which expresses the current trends in the international community. Thus, if
we accept the idea offesitive globalization of the huanity, so we must be prepared for the

formation of a new paradigm of culture with qualitatively different system of values. Cultural values
have changed throughout history. In principle, it is an inevitable and objective process, reflecting the
dynamicsof the system of culture. But at different stages of social and cultural development this
process was different. The current stage has its own specifics, i.e. never before the change of cultural
values has occurred so fast as in the modern society. Tdeaksrs called globalization the reason for
these processes that changed the communicative situation in the world. The creation of the global
communication space (Mironov, p56) has changed the mechanism of the formation of new cultural
valuesand thé rate of entry into a hierarchical structure of value systems.

Thus, a significant factor in the transformation of the saditural reality is globalization when under

the influence of the internal and external factors the social and cultural sgheagsng. With the

change in the content of the socialtural space in which human activity takes place the ways of
learning the world get different as well. New information technologies structure, the social interactions
of people in a specific also affiethe nature of their interpersonal relationships. In addition, they
influence the cognitive structure and, as a result, the system of values. In modern reality not only new
communications and information forms are created, but a new type of businessraoation.
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4. Rapid Growth of Media Products in the Globalized World

Doctor of Philology, president of the Faculty of Journalism of M.V.Lomonosov Moscow State
University professor J.Zasurskiy believes that in the XXI century a new impetus to the devélopmen
information society enables a rapid penetration of mobile telephony and the Internet. 61% of the
inhabitants of the Earth use cell phones, 23% are connected to the Internet. All over the world the
number of users of new information and communicagshnologies is growing. Filed by the

International Telecommunication Union (ITU) in 2002, the number of Internet connections has
increased over the decade from 11 to 23% of all inhabitants of the globe. The number of users of fixed
telephone lines has begrowing slowlyi one billion in 2002 to one billion two hundred seventy

million in 2008, the most significant was the growth of mobile communications $ectore than four

times. The main sector growth is Asia, Latin America, Oceania and Africa (Z52G89).

Ts.Lezhun draws the attention of scientists that in most studies the overall impact of globalization on
the law of the media content of national media systems is that the initial phase of globalization is
usually characterized by the import oféign media products, and then adjusts to the taste of the local
population while maintaining the import of foreign media products starts the second stage, when it
comes to import formats and creative adaptation. The next stage also appears to promueeithe
products on the global information market (Lezhun, 20105f).

Many studies show that due to a language and close cultures national media content gets more
attractive for local people. However, globalizators (exporters) are usually conceoutdhaly to

penetrate the local markets and quickly make a profit. Therefore, in practice, localization is the main
strategy to adopt transnational companies to achieve this goal. So, in time the import of media products
remains the same, but the strategieadaptation format begin to actively develop (Lezhun, 2010,

p.152).

Globalization, the arrival of foreign media corporations on national markets did not bring only foreign
media products and capital, but international management experience, stahganfisssional culture
(Lezhun, 2010, p157). Indeed, today we can see the typical manifestations of professional standards of
Western journalism. They are the division of opinions and facts, objectification, inverted pyramid and
the western style of thtext. It means the adaption of Western standards of journalism culture.

Due to the rapid development of ICT one the features of globalization was the loss of information by
States or any other local institutions of national independence, the infornietiomats part of political
sovereignty in the traditional natiestates (Vartanova, 2005). Thus, in the information area, as Monroe
points out Aglobalization actually | eads to the
direction andccontent of information flows. The fact that globalization eliminates power capabilities

i mpede penetration and spread 39)fHowevenyduetoethdfact nf or
that cultural products will always be carriers of ideology, atétand values, many countries have

developed their own national media policy. In general terms it is manifested in two ways, firstly, the
restriction of foreign media products and foreign investment, and secondly, the increase of the
competitiveness of thegomestic media industry (Lezhun, 2010159).
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5. Information Democracy and the Global Economy

The global nature of information democracy influences the economic sphere. The beginning of the
modern business cycl e as s o edulbofsad inmovatiohs as thedategtr o wi
means of communications, digital networks, computer programs, etc. These innovations provide a

major requirement of modern innovation development, that is the formation of a stable complex of
relationships betweenelsystem participaniscompanies, universities and public research institutions.

This fully integrated into all business processes a stable complex of relationships that provides a fast
and unimpeded flow of information and knowledge as the most impetanbmic resource, is one
manifestation of the essence of the Information Society (1S), formed by a powerful griNmdite

partnership effort in most developed countries (Belova, 20B2)p.

Competitive advantages at the global level are divided iatbtional and institutional. The traditional
international competitive advantages of global concern are a good hard and soft infrastructure,
promoting technological development, a stable and relatively favorable institutional environment, a
high level ofeducation and cultural diversity, development of cost effective computer and
communications technologies, etc. These competitive characteristics of the country's information
society were stored during the historical periodal ways adhering to the prioicgaetinuity of
historical development. The most important global comparative advantage for business in these
countries is built on the basis of the above competitive advantages of tHerdongrofitability

(Belova, 2010, p58). It is